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¢, Quién soy yo?

Co-fundadora OdiselA

Junta directiva Global Editors Network; Consejo
Asesor Compromiso Empresarial y The Bureau Local
Ex jefa unidad datos, Consorcio Internacional de
Periodistas de Investigacion (IC1J): pesca, tejidos
humanos, paraisos fiscales (Papeles de Panama 'y
Paraiso)

Ex vicepresidenta grupo espanol OKFN

Ex directora de Fundacion Ciudadana Civio

Ex laSexta Noticias, CNN+ y otros

Premio Pulitzer 2017, Data Journalism Awards
2015+2016, Premio Larra 2012 y +



https://www.odiseia.org/
https://www.globaleditorsnetwork.org/
https://www.compromisoempresarial.com/
https://www.thebureauinvestigates.com/projects/the-bureau-local
http://www.icij.org/projects/looting-the-seas-ii
http://www.icij.org/tissue
http://www.icij.org/offshore
https://panamapapers.icij.org
https://www.icij.org/investigations/

AVISO

Lo que voy a compartir son herramientas
utiles que he ido investigando y encontrando
en el camino como periodista de

Investigacion.

No soy hacker ni me dedico a la
ciberseguridad.







The NSA files
Glenn Greenwald on security
and liberty

James Ball, Julian Borger
and Glenn Greenwald

Fri 6 Sep 2013 11.24 BST

f v ® 44713

© This article is over 4 years old

Revealed: how US and UK spy agencies
defeat internet privacy and security

® NSA and GCHQ unlock encryption used to protect emails, banking
and medical records

® $250m-a-year US program works covertly with tech companies to
insert weaknesses into products

® Security experts say programs 'undermine the fabric of the
internet’

® Q&A: submit your questions for our privacy experts

S

vert partnerships with tech companies, the sp agencies have inserted secret v e
ware. Photograph: Kacper Pempel/Reuters




¢ Tapaste yala camara de tu ordenador?







Revealed: 50 million Facebook profiles
harvested for Cambridge Analyticain
major data breach

Whistleblower describes how firm linked to former Trump adviser
Steve Bannon compiled user data to target American voters

© ‘I made Steve Bannon’s psychological warfare tool’: meet the data
war whistleblower

© Mark Zuckerberg breaks silence on Cambridge Analytica

A Cambridge Analytica whistleblower: "We spent $1m harvesting millions of Facebook profiles’ - video
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La polémica con FaceApp reabre el debate sobre la
seguridad de los datos personales

® La popular «apps» que envejece el rostro no es inofensiva: valnera la privacidad de quien la descarga. La empresa duefia dice
borrar las iméagenes a las 48 horas pero, pese a que no s la unica que solicita acceso a informacion personal, la polémica ha
servido para recordar la importancia de la proteccion de datos
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Contenidos |

Como evaluar los riesgos

El rival mas débil: el password

Chatea seguro con tu movil




Contenidos Il

Que no te lean los correos

Oculta archivos en tu ordenador

Bonus: ¢Qué es eso de Tor?




1. CoOmo evaluar los
riesgos




¢ Quién es tu “enemigo”?
¢,Cual es la amenaza?

¢, Quién es el dueno de los
datos?

Post con preguntas que debes hacerte.
Y este otro también.



http://www.icfj.org/blogs/journalists-evaluate-your-digital-security-these-five-questions
https://ssd.eff.org/en/module/introduction-threat-modeling

¢, Codigo abierto o cerrado?

Open-source = todo el mundo puede chequear el codigo y
ver fallos

Software propietario = solo la compafiia conoce el codigo

¢Donde se guardan los datos?
¢,Los dan a las autoridades?




2. El rival mas débil: el
password




Mas que un password

Passphrase = password mas largo, mas facil de recordar
si es una frase

0ooo000oonooooon ~28 BITS OF ENTROPY | | \WAS IT TROMBONE? NGO,
UNCOMMON ORDER goooonno TROUBADOR, AND ONE OF

(NW-GIBBERISrO uumouu . THE Os WAS A ZEROT

S wnuar || R
Tr@u b4d or &3 1000 GUessES sec S

WS 15 FRSTER, Muim THE
AERAGE USER SHOUD “‘)

DIFFicOLTY T0 GUESS: | | DIFFICULTY TO REMEMBER:

EASY

~ 44 BITS OF ENTROPY

oooooooonoo
ODoOooooooon

lCorreCtl .horse. baﬂ:gg. Stople oooooooonao

[ T
000000 goooon Doogoo opoooo nonoooooooo
ooooo pDoood O0Oooog 0oooo

l ' / 2":6539 YEARS AT
1000 GUESSES/seC
FOUR RANDOM /
COMMON WORDS DIFFicOLTY To GUESs: | | DIFFICULTY To REMEMBER:
HARD MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE' PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.



https://xkcd.com/936/
https://xkcd.com/936/

Verificacion en dos pasos (two-step authentication) =
password/passphrase y autenticacion por segundo
dispositivo

(pej- Google Authenticator o en Gmail, Facebook...)

[NosiM = 1232PM &3
o Authenticator v

& 5oz

T |Seees



https://support.google.com/accounts/answer/1066447?hl=en

Home Notify me Domain search Who's been pwned Passwords API| About Donate B8 IP

'~--have i been pwned?

Check if you have an account that has been compromised in a data breach

@ Generate secure, unique passwords for every account  Leamn more at 1Password.com



https://haveibeenpwned.com/
https://haveibeenpwned.com/

Gestores de passwords

e Keepass

e |astpass

Y luego estan las llaves fisicas, como YubiKey



http://keepass.info/
https://www.lastpass.com
https://www.yubico.com/

3. Chatea seguro con
tu movil




Encriptacion

extremo a extremo
(End-to-end encryption)




Say Anything

r.'\ Add pecple
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Whatsapp Eires e

Public key
from server

PUBLIC KEY
ENCRYPTS
MESSAGE

WHATSAPP
SERVER

Private key
decrypts message

s



https://www.pabloyglesias.com/cifrado-end-to-end-whatsapp/

4. Que no te lean los
correos




Email encriptado (muy facil)

Hushmail(t) Peerio

S ProtonMail

Encrypted email, based in Switzerland.



https://www.hushmail.com/
https://www.hushmail.com/
https://peerio.com/
https://peerio.com/
https://tutanota.com/es/
https://tutanota.com/es/
https://protonmail.com/
https://protonmail.com/

PGP (pretty good privacy)

- Emillia Diaz Struck <dwazs_emila@yahoo.com> & 1317
para Cecila, Delphine, mi, Miguel, Rigoberto, Pierre -

—BEGIN PGP MESSAGE—

hQIOAS7vz9aL MRIREARIGYVTRIWYNigiHXX0l0ZakIFUG/TZ0ZbOWAYAFGEMGBWO
PEAbUgMUIGGGUQTge0PHB3Z300nvBg2zpD X+ 3b+KSO+KoBP7013VdZqF 3qQf308
HAR/1KFp87V235C2htA0SHuUryipcNGMnbuH4 1K IVUENGUrTnpT 11HyyORIMSLDw
KQND3dQFwISzBZJgNACsBuzRswil1XwsMa713bp+HQhDBpF8260+mDY%aqnJcWOF4
N0S1e7BPVTWVIBckB/387cABXNVpE +qcobYn0+mUtixlIDoJUELNIrOrBcGYs
IF4it6PabNpgoTH 7g5z1JBIY|F2CSKYpYE1e1SowlaF SGBrYzbwLdwEcxrqvYC
PycabA3KsJZ5PgdLeoY 7S TiwBslohbOYllgPWNs7U Yansixyfz8DFDguZyro
Dw10negnGW3CGtNy3qbRwubG8V4I7hird/32dCG+2KRVQWQWE3ihunZ20GIUPo
41/YMTZWSIGaS0b7 SvBqHANDELXx1 YIQBJYnqq7337622ykIGUBSG+HoB+ 7yME
azNAZIBKAELIRIGCRUNNG5 TeYUESXF CygEMLhpDJIUTCAS5w+ RM2KIJBBNTSYpZ
ZWwLBG3IV52rWSb1ji00BANp2/tv+58.)G7aBLPBBOSIMEISSAZIUaY Z6.Jur0Ual
Q4UCDANLZGGaBEGWYgEQAJGDWNCFALVYVHGUNSVATIXZEJUIIIWYAF m+NEWS
hkGOxdIAnmD3wmXQdWdnSUINS/ZiQge) dJ 3uTkAI5M2a71XRBVVINEK/Rn
YHHLks4KLVXSHIKIDyCVVANXBHIOthY +F UE +wYoBYHEScI00B0Zy SINGTLN
kqMcSS58pNiamlyPam16VW YogdabliEG+PPA/TH+P3mOva/Hss4rNM+yHAVSEN
iHh8qIDUML339hsqVOWOP/DINHeYIBPWTUhVnBnIE DpbhgipBGFytgSGminUeDli
dgY7X2asc7CVoblO 15aJbHUC Xoow!7Y089A1DTIAVmgDzhJIROBX +noNaTo3s
N7dSJLpUJI2V+nTlydqO TxEBbrEHX s/esddOXp3h3ZVIgPPv.+ zpBwfmeNINLmU
amStr3hcSMyHjrfz79D4siim5EqLOgK 11d28k0va70c TyNjDymG+u7Sn2PkJ8y
OBZiY04idt/1XJQeBZuOaxLiKmVC770qVvNOm7mMYmyGMHt/3E267FuhLni+/Xoz
Tt8yDfI291SI9CsbBBX/SBQV+HMTlyYZna+prvzFFSsM/8e4rGESqrWcyrBbaPn
KépwaSbi/Nxnh 1Y 18K2n43x7gihhxgWChUAhF 3zPIVWDbLWP GKIO3hn Y XDOME
hQIMASLOUTHITCJARAAGSBGSACeBEWRS7b4ZwRvaL GRCe7DMig2iKwBaHHch
MmnPZEENPMEWo15747ulhbZbsg8k7sBrUviMWQRROWZsIQSipbeukMHh 1NgZy
mubktolVECBYIRKEBVpXctur3NyncBJkk3p|RBGIBmmkJNeJJjJ6UUSNiaES?
48IW3bIA7ghdxZXUKPZRAWGTIQseWYKWGjqUCmKse37Cm|/QI0F pvk/xZknuDGto
ZqMJIALCRVTHLAKWCRm+BI0GALwJf+ THDPPIOZJalByuxROXkwSZDIF P+Qkg
N4YHZWIUICIB 18sASZ4EVCVimiDQVB2PyKXMU7QODZXbOGLBg 1/iZbed CgF BakQA

T e Nk R AL P LA N L Pl A LWL AP L AL INAY. _AA L P ki




¢ Como funciona? (l)

Fuente de foto



https://www.flickr.com/photos/officialgdc/4895973474

¢ Como funciona? (ll)

Public key (llave publica) = la llave que compartes. Y
puedes poner en servidores.

Private key (llave privada) = solo para ti, la tienes que
copiar en varios ordenadores

=

Public
key

Plain text Confidential text

™ Fuente foto.
Private También puedes
K& ver este video



https://pgp.mit.edu/
https://www.mailvelope.com/en/help
https://www.youtube.com/watch?v=AQDCe585Lnc

Llave publica de PGP

-----BEGIN PGP PUBLIC KEY BLOCK
Version: GnuPG/MacGPG2 v2.0.19 (Darwin)
Comment: GPGTools - http://gpgtools.org

mQENBFHQousBCADDnSp+Lotaf jEd+oKgm+X00GCWYL/ keuAwf yMQIMAMXIyW36Y4
K112179iK838+1F70hRgeUL9SbkxvWreZrmObeTwGXtMyInABPIE1Yw2$dTAQ/ 1k
3UQ11uPiwsSSw5gl3hafyjRZKpSM1Ez/TMB4ALTplBbitrepcyZ4hT5rwuol8iPLSs
£690chQeCW9 /WeDubAB3uCVuvVEbQEFxehg5DG8mBwuiXQVUYywASn+1LT1I9R1WV/1
koLpdnhmF19£fIPkILtsAcZjXRbNLAQz1gWwZQsb9xHtotcew7y3D/Gvo9IzRBtZK
+Anym4uKAs OwwswwmOsHEDJIILSr ILhm5bOyTPABEBAAGOIK 1hciBDYWIyYSABDWFy
LmNhYnJThLnZhbGVyb0BnbWFpbC5ib20+iQE9BBMBCGANBQIROKLrAhsvBQkHhh+A
BQsJCACDBRUKCQGLBRYCAWEAAR4 BAheAAAOJEJZiskNBShREPikIAI/WyfCTMEru
kIOBMPLX/E7RSW7FN2tQE/cNRPM21G6FgKRDS4crdWIhs1PL71D+U£x43PZz+CPOS
s9+bEQs4ZL7C99RFBLW2SUESNFdOEX7+ZUEe jgNZi7+LBaQINP3IwNk4QlHoUVyzL
cRa5qLB£X/glL+gatTrGdbdRTuzbnZLEbucwZr £SZAD60SUApDS0mI2dxk 3D £xM
PBAAtdQgNSOPckur8BzmY69iBTeMLmr Im6Zh5qv/QhNy 6 XCEWBHX+dKuarYIw0J
VXG6EEIQVF2/84XHzPROT4Vu6£Xj9GzrsNgIUk1X0tD4/g7gQUh2e8AwzeaguQux
G/5+Qf IN54e5AQ0EUdCi6wEIAMOXnBar5fYMaAcBvCh8XYACHEX9rv0BpCOY76NHa
naHbrs7d10aM2rBEIqgalRz8DyoWYOECa+Q0/km2BnVhOBdNOgBh7gpQkRhdGXgnk
SXkMPtba6zuCHXkiCX5J0MKHGM02Ja0JfTRe4DCLAMSbxNyz18pP6PkfDbixeTZ+
tf0g2AbCgdNm38Br1Pv3IM6dNZZQT3r5+P22IWd jnkPRL5+5UG7CcBL6EQQIXCIVX/
NCGscM+s852DgUbd7Z2xdoBJ3aKIJsr3iTWLFVLVNF60BbvNYWw6 3e8VERKt luxE4iy
iVmILshm4K72602gRvOVK2ADY jDQI4ZkStCGMvEN4UyUCOYMAEQEAAYKCRAQYAQOA
DWUCUACi6wIbLgUJIB4YfgAEPpCRCWY rJDQbIUX8BAIAQZAQOABGUCUACi6WAKCRCR
nC6MNWg3ms99B8/9W/NBhjOKRWESWIhd5nhChmiCGHBFTbdMKuwUvB61jx8X0s1WA
seWrnzGMUtzHYUKEQDQZ110jWArK9zdggxUQvGCOfQywUA+eZEuhCEFN25rs9Bmx
NgjQUMOrXI80p5i+UPNSyrXbVVGNZDiN15wywIMt52t5+/ 7X6XImIIATudek5Jw]
9k fXkMXP4YGXolrnPUfZNKEWdOeYk2+cqd42zb614265Xx+sL3EBYiIzdGxuluAWKz
UESc4niNyvxJR1tbervQy4Dti2Af31+yHBvv5cQnos7+eJbzkX2hL8teg85J+6yv
BdlkIabDNwxiPMO0/8V5+Hz9znQMp6192u9Gl2SQH/AgIVgmxIEGnEISqUA/Fuxld
czTmmIgauHdti7d+eXUBOHe2EqOBfmQDxBCj/£EcMVFscU+UZVhn8iGEils+AYT
+tygNCeCQ8A0IaTZ9bBt5/2aLTyBB/VIWSeFH1EyeIYtuBm6P2YhEJRdan+UzZJ/a
oc6lc5Ie+tUli3bn+8xsMTiGBODVN2ZFDOAZShRNI3xXv+gsX0zt+£gzDVnb4In+M
EqBiQCQIWrJKgDLA6pxPeApNGEZ+NTO/KxpU3/3NutU2u2hzi37/YZ9RulANSTHD
MI96RWTZVGlks8iKwmmybjglJISNCwYgIwOtow2vT7UXDOMoJsIszLetZDvh2Tz8=
=2CCt




Gestores de claves

e Encriptar archivos
e Clientes de correo (Outlook, Thunderbird con Enigmail)

B GnupG



https://www.mozilla.org/es-ES/thunderbird/
https://www.enigmail.net/index.php/en/
https://www.gnupg.org/download/index.html
https://www.gnupg.org/download/index.html
http://www.gpg4win.org/
http://www.gpg4win.org/

Mas sencillo: Mailvelope

@ Moilvelope Home Documentation FAQ. Blog Cooperation About

Communicating securely with Mailvelope

No unauthorized person can read 'your data
on the way - not even your provider.
Your sensitive data is securely protected by

us.
And best of all, it's so simple that anyone

can join in,

Install Mailvelope now



https://www.mailvelope.com/en
https://www.mailvelope.com/en

Compatible with almost all providers

So you can easily continue to use your current email account. And best of all: From now on, no one will read
along. Because your information is only your business.

eMx I

s —

YAHOO)!




(&)= C @ () J Extension (Mailvelépe) moz- woe @ 7| | Q search @ » =

N\

Click here, to open the I"

extension.

@ Mailvelope




Recipients

Subject

@ -

@® ' @ moz-extension:/[7abc5da3-41c8-5943-800f-7476c4e3d14a - Compose Secure Email

(% A\ ,\\\a —
Qj Recipient
@ madita.bernstein@gmail.com x

4
Message

¥~ ~ SansSerif ~ v+ B [

y
—

\/ Options

AU




My first mail with mailvelope —_ A P

Madita Bernstein

My first mail with mailvelope

X
~====BEGIN PGP MESSAGE====- @

Version: Mailvelope v4.0.0 build: 2019-07-22T14:34:41

Comment: https://www.mailvelope.com

TCVEXZZzZOTHIPSJII/Kw7YzXxpBRIYuB5SPhpmtDOpbru7mMj+YRShXtWLZm7+d
UQADDHODZHOYNrLBnXSJ2tTCbYpPXnSGSBWSO0H3F4U2NwwidM74tbX61£/WI
8VDBLgJWYBMNKkWWCmMXpogzaBgcXgGXVILX90A91B2j1pM6SQC4787GrfaD7r
0FA1CQSBBNIOMKDGRhMZVIBQQOk/Z/Tbf10j1CGx0T0udy4Qhysn/olc3tC5FN
btMSg60An2+RILfGMsWAdewlorFCPZ 1IKHFPSLOVRTimV3I££f01FQAX7DCVIHUE

7aNchg86FVEV3jYtA6k28C6uITGIPVIWEFt67UUNbspEtF32K8DIplb3clPG

1wtDEViVMtrFOGtgAfdTLE 7wk} /gBtCHs5aL5ahHCTpU052CBBX0K2SA75FU
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Lo que no se soluciona
por mucha seqguridad: el
error humano.

En el correo te pillan con
el “phishing”







From: Mail Admin [mailto:lou.correa@bobsgunshop.com]
Sent: Wednesday, September 13, 2017 10:00 AM

To: undisclosed-recipients:

Subject: Security alert

Dear user,

We noticed your account was sign in from an unknown location

We recommend that you secure your account to avoid termination.

You are required to update through the link below.

CONTINUE WITH VERIFICATION

Thanks for using Webmail!
Webmail Team.




trust decisions for phishing

context check
of email

expected?
plausible?

who initiated?

suspect suspect

content check
of email

branding
spelling
textual tone

from domain

landing page
check

domain

link domain

suspect

lw

probably ok

probably phishing

very probably phishing



https://the-field-guide-to-security-training-in-the-newsroom.readthedocs.io/en/latest/Chapter02-08-Phishing.html

> ] VIRUSTOTAL

Analyze suspicious files and URLs to detect types of malware,
automatically share them with the security community

SEARCH

-

Choose file

By submitting your fie to VirusTotal you are asking VirusTotal to share your submission with the security community and agree 10 our
Terms of Service and Privacy Policy. Leam more



https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload

5. Oculta archivos en
tu ordenador




Favorites
2} marcabra
%% Dropbox
& Al My Files
& iCloud Drive
@ AirDrop
¥ Applications
Escritorio
[ Documentos
© Descargas
1 videos
JJ Masica
&) Imagenes
# Google Drive
Dovices
Remote Disc
Tags
® Roja
@ Naranja
@ Amarilia

Gl = [y
View

I Encriptacion
v WV a
Action Arrange Share  Edit Tags

& Macintosh HD » I Users » 4 marcabra » ' Desktop » ' Encriptacion » « Screen Shot 2016-03-02 at 11.¢

Open With

Move to Trash
% Move to Dropbox

Get Info

Compress "Screen Shot 2016-03-02 at 11.48.47"
Burn "Screen Shot 2016-03-02 at 11.48.47" to Disc...
Duplicate

Make Alias

Quick Look “Screen Shot 2016-03-02 at 11.48.47"
Share

Copy “Screen Shot 2016-03-02 at 11.48.47"
Show View Options

Tags...

1 of 1 selected, 3,78 GB available

-

Set Desktop Picture
OpenPGP: Validate
OpenPGP: Sign File
OpenPGP: Import
OpenPGP: Encrypt File
OpenPGP: Decrypt File
Reveal in Finder




.

VeraCrypt

Tutorial principiantes



https://veracrypt.codeplex.com/
https://veracrypt.codeplex.com/
https://www.veracrypt.fr/en/Beginner's Tutorial.html

i~

% VeraCrypt

| Volumes System Favorites Tools Settings Help

1=\ B;
) E:
=K
) M2
S
=To}
i P2
=i Q:
jR:
- S

Drive  Volume

Size Encryption Algorithm

Volume Properties. .. ]

Wipe Cache

[V] Never save history

]

Select Device...

]

I Mount I




- —
% VeraCrypt Volume Creation Wizard lw:rw n=w

VeraCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

) Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive {e.q. a flash drive). Optionally, creates a hidden volume.
| Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

VeraCrypt




Volume Location

Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

Help < Back Next >




—

- Select a VeraCrypt Volume
vl . » Computer » Local Disk(F)) » Data Search Data ol |

Organize v New folder =~ 0 @

*  Name Date modified Type

4 Libraries : y
g Volume 12/30/2014 11:28 ... File
Documents | LMy !

il Git

J Music

|e=| Pictures
éﬂ Subversion
B Videos

/M Computer
&L, Local Disk (C:)
@ Local Disk (D:)
s local Disk(F)  ~ «|

File name: My Volume All Files (%)




Bonus: ¢Qué es eso de
Tor?







o0 e / About Tor x\\+

S @~ ( &9 ‘ € Tor Browser | Search or enter address v @ Q Search =

Tor Browser
55.5

Welcome to Tor Browser

You are now free to browse the Internet anonymously.

Test Tor Network Settings

Search securely with Disconnect.me.

What Next? You Can Help!

Tor is NOT all you need to browse There are many ways you can
anonymously! You may need to help make the Tor Network faster
change some of your browsing and stronger:

habits to ensure your identity

Run a Tor Relay Node
stays safe. . y -

¢ Volunteer Your Services »

* Make a Donation »
Tips On Staying Anonymous »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »




How The Tor Network Works

@ = Tor Rowters

—p = Encrypted Link
-~ = Unencrypted Connection

“ Wor dfence" wordfence.com/learn




Para seqguir
profundizando

Field Guide for Security Training in Newsrooms

Security iIn a Box

Tow Center paper

ClJ handbook

GIJN resources page

Surveillance self-defence, EFF

Email self-defense



https://the-field-guide-to-security-training-in-the-newsroom.readthedocs.io/en/latest/index.html
https://securityinabox.org/
http://towcenter.org/digital-security-and-source-protection-for-journalists-research-by-susan-mcgregor/
http://www.tcij.org/resources/handbooks/infosec
http://gijn.org/resources/digital-security/
https://ssd.eff.org/en
https://emailselfdefense.fsf.org/en/

Dos libros

recomendados
EL THE AGE OF
ENEMIGDO SURVEILLANCE
CAPITALISM
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FRONTIER OF POWER
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MARTA PEIRANO SHOSHANA
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